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1. Admin menu

Reference: Please refer to the “WirelessIP 5000 User’s Manual” for information on the names of the

various WirelessIP 5000 buttons.

Required settings are made when using the phone. Only Administrators are able to set items on the

Admin menu.

1 | Press the |LeftSoft key and select the menu.

Select "5. Setting".

From the Settings menu, select "2. Phone Lock".

Select "1. KeyLock password".

When you select "1. KeyLock password", the system asks you for the
current password. Enter the Admin password. The default value is 000000.

ol oy
o 7m0 |

07726 Tue

17:40

]
=
farg
=
[=

1740

. Phone book
. Message

. Call log

. Presence

. Sellp |
. Mebw ok

[on ) iy I e e

Seip 1740

. Bell ik,

. Phone lock |
E

LW olume

. Erroy nofify

. InFotrmation

O O = 03—

Phone Lock 1740

. ser Pwid |
. Lock mode

ra (=] [

Phone Lock 1740
L Mser Pwd

na — [

Cld passwerd
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1.1 Network

1 | Either press the "1" on the number pad or select "1. Network", then press

the [2] key.

! Sdmin 1740

[1. Metwark |
2. Password
3. Uperade
4, Gvzlog
]
f

. Web Server
. Phone Reset

1.1.1 Network

You can check the settings for the type of connected network as well as information about settings.

1 Select "1. Network" from the Network menu.

key.

A list of the configurations is displayed.

To add Config, press the |LeftSoft] key to select the sub-menu, then select "1.
Add" and press the [*=/| key. To reset Config, select "2. Reset" and press the

At most five configurations can be stored.

B Metwark 17:40
(1. Metwark |
SIP

Metwork, Feload
Certs Manager
Site Scan

Ping Test

-2

O o = OO

! Metwork conf i 1740
[1. Confiel |

I Ort ions I

! Metwork conf i 1740
[1. Confiel |

2. Reset

Hitachi Cable
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1.1.1.1 Basic Info

The WirelessIP 5000 can set the network for each AP (ESS-1S) (Dynamic Networking Binding function).

You can set the priority of the various configurations here.

1 | Select 1. Basic Info" from the Config menu.

W Confiel 17:40
1. Bazic Info |
2. WLANM

3. WEP

4. Authentication
B

i

. TCPAIP
. SIP Outb Prosey

2 | Using the key, select “Edit” and “Join Method”.
Use the @ E keys and select "AUTO" or "MANUAL".

! Basic Info 17:40

E Hame

| Confiel |
[5] Join Method
| AUTO |

| Edit [

3 | When selecting “MANUAL?”, priority sequence can be changed by selecting
“3. Up” or “4. Down” from the sub-menu on the Config list screen.

B Metwork conf i 17:40

[1. Confiel |

1. add
2. Rezet

4. Doy

1112 WLAN

You can set the configuration for connection to wireless LAN, and create the SSID which identifies an

access point.

1 | Select"2. WLAN" from the Config menu.

! Canfigl 1740
1. Bagic Info

2. WLAN |
3. WEP

4. Authentication
A.

B.

TCRAR
SIP Outh Prooy

Hitachi Cable
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2 | Displays SSID. W WLAN 17:40
When blank, the connection is made to the access point where the radio [ ssio
waves are the strongest. | 199 |
1113 WEP
WEP key is used for authentication and encryption. WirelessIP 5000 supports 64/128/256 bit WEP key.
1 | Select 3. WEP" from the Config menu. W Confiel 17:40
1. Bazic Info
2. WLAM
[3. WEP |
4. Authentication
5. TCPRAIRP
6. SIP Outh Prosey
2 | Using the [LeftSoft key, select “edit.” W WEP 1740
For “Use WEP” use the [<|[F=] keys to select “(Enable)” or “(Disable)”. ] Use WEP
| (Enabled) |
[5] Auth Aleorithm
| AUTO |
3 | For “Auth Algorithm” use the [=1][=] keys to select either “AUTO”, “Open  |H WEP 1740
System”, or “Shared Key”. [5] use weP
| (Enabled) |
[] Auth Aleorithm
[l auTo |
4 | Enter the WEP key in either hexadecimal or Asc format. W WEP 17:40
Bit Hex Asc WEPKey 1 Hex
. . 13:df:18:38:54:
256 bit 232 hit 29 | |
characters WEPKew 24 Hex *
128 bit 104 bit 13 [+ 00:00:00:00:00: )
characters
64 bit 40 bit 5
characters

Hitachi Cable 4/45
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1.1.1.4 Authentication

Authentication related settings

1 | Select “4. Authentication” from the Config menu.

! Canfigl 17:40

. Bazic Info
.OWLAN
. WEP

Authentication |

1
2
E]
4.
]
]

. TCPAIP
. SIP Outb Prosey

2 | Using the [LeftSoft key, select “edit.”

For “Mode” use the @E keys and select “8021X-MD5”, 8021X-TLS”,
8021X-PEAP”, “8021X-TTLS”, “WEB” or “None” settings.

futhenticatio 1740

Mode

Nnne|

|lzername

| Edit

Hitachi Cable 5/45
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1.1.15 TCP/IP

You can set the IP address, subnet mask, default gateway, and DNS.

1 | Select“5. TCP/IP” from the Config menu. B Configl 17:40
1. Basic Ihfo

2. WLAN

3. WEF

4. Authentication

g,

.

TGFRAIP |
SIP Outh Prooey

2 | TCP/IP Information displays: Use DHCP, IP Address, Netmask, Gateway, |l TGF/IF 17:40
DNS1, and DNS2. E llze DHCE

(Enabled) |

If you want to set the IP address manually, deactivate DHCP. E IP adrezz
| 10.1.1.15 |

| Edit [

Enter the appropriate DNS (primary and secondary).

1.1.1.6 SIP Outb Proxy

You can set the Outbound Proxy server settings.
Depending on the system configuration, however, it sometimes is unnecessary to set it.

1 | Select* 6. SIP Outb Proxy,” from the Config menu. B Confiel 17:40
. Bazic Info

. WLAM

. WEP

. Authentication

. TGPATP

. SIP Outb Proxy |

E]en o= oo ra — |

2 | A prompt will appear to enter the IP address for the SIP Outbound Proxy. |l _SIF Outh Prox 17:40
Enter the IP address. E P

| Edit
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1.1.1.7 NAT Traversal

The WirelessIP 5000 supports both UPnP and StaticNAT, and it is possible to call from within the LAN
to outside the LAN through NATBox. When doing so, you can set the UPnP and StaticNAT to match the
settings of the NATBox being connected to.

1

Select “7. NAT Traversal” from the Config menu.

Configl 17:40

|

2. WLAN
3. WEP
.
5
6.

Authentication

TCRATP

SIP Outh Prooey
[7. NAT Traversal |

Select “1. Mode” from the NAT Traversal menu.

Select SNAT, UPnP, STUN, or deactivate.

! MAT Traverzal 1740

(1. Mode |
2. 5TUN
3. Static MAT

When you press the 2] key, the selected value is applied.

! MAT Traverzal 1740

Mode

4  (Dizabled? *

3 Select “2. STUN” from the NAT Traversal menu.

Enter the Server IP and Port values.

! MAT Traversal 1740

1. Mode

[z, STUM |
3. Static NAT

! STUM 17:40
E Server [P

| |
E Port

| 3478 |

| Edit [

Hitachi Cable 7145
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4 Select “3. Static NAT” from the NAT Traversal menu. ! MNAT Traverzal 17:40

1. Mode

2. STUN
[3. Static NAT |

Enter the Ext IP and Start Port values.

! Static MAT 17:40

[F ExtIp

| 0.0.0.0 |
E Start port
| 0]

| Edit

1.1.1.8 IP DiffServ

IP Diffserv sets the priority control settings.

1 | Select “8. IP DiffServ” from the Config menu. B Confiel 17:40

WEF
Authentication
TCRATP

SIP Outh Prooey
MAT Traverzal

IF DiffSery |

3.
4.
a.
A.
i
a.

2 | Enter the value for the “Signal DSCP” and “Voice DSCP” setting using |M_IP DiffSery 1740
hexadecimal numbers. E Signal DSGP

Note!!!l) Enter a value between the 0x00 and 0x3F. Ol |

[ waice DEGP
| 0 |

| Edit

Hitachi Cable 8/45
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1.1.1.9 Coder

You can set the CODEC (priority and transmission interval) to match the system configuration.

1 | Select “9.Coder” from the Config menu.

! Canfigl 1740
4. Authentication

. TGPAIP

. SIP Outh Prooey

. MAT Traverzal

. IP DiffSery

. Coder |

oo -1 hon

2 | Select the appropriate item from the Coder menu.

Set Priority (1-3) and Multi-frame (20ms-40ms).

! Coder 1740

1. G. 711-uLaw-6dk |

2. G M1 -Alaw-G4k
3. G, 72

! G711 -uLaw-64 1740
E Priority

E Multi-frame
| 20 mg |

| Edit [

1.1.1.10 Jitter Buf Size

Taking into consideration your system configuration, you can optionally set the jitter buffer size.

1 | Select “0. Jitter Buf size” from the Config menu.

! Canfig] 17:40
5. TGRAP

. 5IF Outh Prooey

. MAT Traverzal

. IP DiffSery

. Coder

. Jitter Buf Size |

o Y o S o )

2 | Configure Jitter Buf Size.

B Jitter Buf Si17:40
[F] Jitter Buf Siz
| a0 mz |

| Edit
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1.12 SIP

You can set items related to telephony. SIP configures call control.

1 Select “2. SIP” from the Network menu. ! MNetwark, 1740

—_
.

Metwork,

2. sIP |
Metwork, Feload
Certs Manager
Site Scan

Ping Test

[l

[ SR ) B N

1.1.2.1 User Account

1 Select “1. User Account” from the SIP menu. SIP 17:40

. User bccount |
. Berver Settings
. Qutbound Proow

. Expire

=l

2 | User Account Information displays: Display Name, Phone Number, User |B User ficcount 17:40
ID, and URL Scheme [7] Display Mame

Although the Phone Number is required, enter the Display Name, User ID, | |
and URL Scheme as deemed necessary.

E Phone Mumber
| 202 |

| Edit

Hitachi Cable 10/45
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1.1.2.2 Server Settings

1 | Select “2. Server Settings” from the SIP menu.

SIP 17:40

. Uzer Account

. SErver Settings|
. Qutbound Proosw

. Expire

RO e

2 | Server Settings Information displays: Domain/Realm, 1st Proxy, 1st
Registrar, 2nd Proxy, and 2nd Registrar.

!Server Settin 1740
E DomainRealm

E 1=t Proxy
| 172.16.9.159 |

|_Edit [

1.1.2.3 Outbound Proxy

You can set the Outbound Proxy server settings.

Depending on the system configuration, however, it sometimes is unnecessary to set it.

1 | Select “3. Outbound Proxy” from the SIP menu.

B :IF 1740

. Uzer Account

. server Settings
. Outbound Proxw |
. Expire

P (OO —

2 | Enter the Outbound Proxy’s IP Address.

W Outbound Prox 1740
[5] Contiet
| 0.0.0.0]

|_Edit [

Hitachi Cable 11/45
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1.1.2.4 Expire

‘Regist Expire Time’, ‘Session Timer’, and ‘Presence Expire Timer’ can be set.

1 | Select “4. Expires” from the SIP menu.

SIP 17:40

. Uzer Account

. Berver Settings
. Qutbound Proosw

. Expire |

B e e

2 | Set Regist Expire, Session Expire, and Presence Expire.

B Expire 17:40
E Registration

| 3600 |
E Sezzion

| 180 |

| Edit

1.1.3 Network Reload

When taking various actions such as changing settings, adding and deleting configurations, you can

manually perform a reload.

1 Select “3. Network Reload” from the Network menu.

W Hetwork 17:40
1. Metwork,

=

3. Metwork Feload |
4. Certz Manager
A.
f.

Site Scan
Fing Test

2 | Usethe @ E keys and select “Auto” or “Config”.

B Metwark 1740
1. Metwork

Metworl relard

- ALUTO L

=TT

f. Fing Test

Hitachi Cable 12/45
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114 Certs Manager

When running 802.1x (EAP-TLS, PEAP, TTLS), root certificate and private certificate information can

be imported and checked.

1 | Select “4. Certs Manager” from the Network menu.

B Metwark 17:40
1. Metwork

2. SIF

3. Metwork Reload

4. Certg Manager |
h.
fi.

Site Scan
Fing Test

Select “ 1. View RootCA” from the Certs Manager menu.

View RootCA Information displays: CN, Issuer, Not Before, Not After,
Serial, Signature, Subject, Version, and SPubKeyAlgorithm.

! Cierts Manager 1740

[1. ‘iew FootChA |
. YWiew PrivateCh

. Download RootCaA
. Download Private
. Delete CA

-

N f= o0

! View BootCd 1740

] JE

| HCL-C4 |

E [zzuer

| G=JP/ST=Tokyo/L |

Select “2. View RootCA” from the Certs Manager menu.

View PrivateCA Information displays: CN, Issuer, Not Before, Not After,
Serial, Signature, Subject, Version, and SPubKeyAlgorithm.

! Certz Manager 1740

1. Wiew RootC#

2. View PrivateGa

. Download RootGaA
. Download Private
. Delete GA

LN = oo

! Wiew PrivateCa17:40

(]

| HoL |

E Izzuer

| G=JP/ST=Tokyo L |

Hitachi Cable
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A warning message is displayed.

Select “3. Download RootCA” from the Certs Manager menu.

Use the @ @ keys and select “Yes” or “No”.

If “Yes” is selected, the IP Address of the download TFTP server will be
asked to be entered. Download starts after entering the IP address and

pressing the 2] key.

! Certz Manager 1740

. Wiew FootGa

. Wiew PrivateCh
[3. Download RootGé |
. Download Private

. Delete GA

Mo —

[ I

! Certs Manamer 17.40

Ihcorrect
uperading may
causze phone to

malfunction

P o B O T T 0 T

Certz Manaser 1740
| varning |

|perade
Foot
Certificate?

‘r’esl Ho I

VT P At R I-

Certz Manager 1740

10. 1. 21, 195]

i s o o — |l

Hitachi Cable
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5 | Select “4. Download PrivateCA” from the Certs Manager menu.

If the PrivateCA is not downloaded, a warning message as listed on the
right will display.

Use the @ E keys and select “Yes” or “No”.

If “Yes” is selected, the IP Address of the download TFTP server will be
asked to be entered. Download starts after entering the IP address and

pressing the ['2/] key.

Certz Manager 1740

. Wiew RootGd
. Wiew PrivateCd
. Download RootCA

. Download Private |

LT = |22 -2 —

. Delete G&

P o B O T T 0 T

Certs Manager 1 740

Warming

Ihcorrect
uperading may
causze phone to

malfunction

VT P At R I-

Certz Manager 1740
Warning

|perade
Private
Certificate?

‘r’esl Ho I

Certz Manager 1740

i s o o — |l

10. 1. 21, 195]

6 | Select “5. Delete CA” from the Certs Manager menu.

Use the @ E keys and select “RootCA”, “PrivateCA”, “Delete All”.

Certz Manager 1740

. Yiew FootCa

. YWiew PrivateCh
Download FootCa
. Download Private

1
2
3.
4
L

. Delete GA |

Certz Manager 1740

—_

. Wiew FootGd

P T O o T

\ RootCh H

Hitachi Cable 15/45
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1.15 Site Scan

Information on signals detected can be displayed.

1 Select “5. Site Scan” from the Network menu.

W Hetwork 1740
1

. Metmork
I

3. Metwork Reload
4. Certz Manager
A.
f.

Site Scan |
Ping Test

2 | A message is displayed during the search.

the.

The SSID for access points that where detected during the scan are
displayed. If you want to see detailed information, select the SSID and press

Note!!!) At most 10 access points can be displayed.

Searching. . .

T CT P M B L

B Site Scan 1740

[Tl testind |
[Fanl] testit) |
[Frap 1| test(z |

[F.11] testia)
| 0eticn-

3 | To refresh the Site Scan Information, press the |LeftSoft| key to select the
sub-menu, then select "1. Refresh".

Site Scan reopens.

B Gite Scan 17-40
[Tl testim |
[Fur ] test1)

1. Befresh
2. add

3. ddvanced

) P Yre 173 .1|:|

Information

Searching. . .

P O 0 T S o T e T

Hitachi Cable
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4 | Refer to the list of SSID’s for detected access points, and select the SSID [l Site Scan 17:40
you would like to connect to (by moving the cursor). Select the submenu by [Fol] test (o) |
pressing the [LeftSoft key and choose “2.Addition”. ; = |

Foall| testi1)
1. Refrazh
2. add
3. Advanced
. . . ) B Bazic Info 17:40
Follow the wizard as in the screen displayed to the right, and each of the _E "
network settings can be performed in order. Ale
. . . . Confied
For setting each item, refer to section 1.1.1.1 Basic Info (page 3). |E anfied] |
Join Method
| off |
5 | When probing for particular SSIDs or Channels, press the |LeftSoft] key to |l Site Scan 1740
select the submenu, then choose “3. Advanced”. [Tl testim |
[Fan | testi1)
1. Refreszh
2.add
[ 3. Advanced |
For example, when you enter the SSID displayed by the previously B Advanced 1740
mentioned Scan in the SSID box on the right, and press , a scan for that E sSID
SSID commences and the results are displayed. | | |
E Carnel Flag
Also, in the Channel Flag box, if you enter the number of the channel you | 10.11.12.13. 14 |
would like to confirm and press the key, a scan for that channel [F—————
commences and the results are displayed. “

Hitachi Cable 17/45
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1.1.6 Ping Test

You can confirm a signal by using the PING command.

1 | Select “2. Ping Test” from the Network menu.

MHetwark, 1740

L

1. Metwork,

I

3. Metwork Reload
4. Certs Manager
h. Site Scan

[f. Ping Test |

1.16.1 Manual

1 | Select “1. Manual” from the Ping Test menu.

W Firne Test 1740

|'I. Manual |
2. 12t Prowy

3. 2nd Prowey

4, Gateway

B. TFTF zerver

2 | Enter the IP address for Ping and press the [“2*| key to start the Ping.

! Ping Test 17:40
1.

hanual

172, 21.62. 1

oo TFTF server

1.1.6.2  1st Proxy

1 | Select “2. 1st Proxy” from the Ping Test menu.

! Fing Test 1740

1. Manual

[2. 15t Proxy |
3. 2nd Proooy

4, Gateway

0. TFTP server

Hitachi Cable 18/45
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2 | Ifthe 1st Proxy is not configured, the message in the right diagram displays. (I} Pir= Tect 1740
. m Information
| Mo address zet
F

3 B Fing Test 1740

{pinz172.21.28.251%
recy 0.102

1.1.6.3  2nd Proxy

Select “3. 2nd Proxy” from the Ping Test menu.

! Ping Test 1740
1. Manual
2. 1=t Proxy

|3. 2nd Procoy |
4, Gateway
b. TFTP zerver

displays.

If the 2nd Proxy is not configured, the message in the right diagram

Pine Teot 1747

_m Infarmation B

Mo address set

! Fing Test 1740

{pinz172.16.9. 159}
recy 0.102

Hitachi Cable

19/45




Administrator Manual

1164  Gateway

Select “4. Gateway” from the Ping Test menu.

! Fing Test 1740
1.

Manual
2. Tzt Proxy
3. 2nd Proooy
|4. CGiatewmay
0. TFTP server

B Firne Test 1740

fping 172.21.62.1 &
recy 0,102

1.1.65 TFTP server

Select “5. TFTP Server” from the Ping Test menu.

! Fing Test 17:40
1.

Manual
2. 12t Proxy
. 20d Prowey
4. Gateway
|5. TFTP server

! Fing Test 1740

tpinzil, 1. 21,195
recy 0,102

Hitachi Cable
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1.2 Password

1 Select “2. Password” from the Admin menu.

Admin 1740

Metwork,
Paggword |
|lperade

Svzlog

Wb Server
Phone Reszet

O 1 = OO | —

1.2.1 Admin Password

1 Select “1. Admin Password” from the Password menu.

! Paszward 1740

[1. &dmin Pud |
2. Uszer Pywd Reset

2 | When you select "1. Admin password", the system asks for the current
password. Please enter the correct password. The default value is 000000.

! Paszward 1740

1. Admin Pwd

3 | When you input the correct password, the system asks you to input the
new password.

! Paszward 1740

1. Admin Pwd

Hitachi Cable 21/45
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4 | For verification, the system asks you to input the new password a second
time.

B Paszsward 1740

1. Admin Pwd

1 m Retype Pwd

[t 1]

5 | When you input the password, a screen like that on the right is displayed
for a few seconds.

Chanzed

1.2.2 User Pwd Reset

1 Select “2. User Pwd Reset” from the Password menu.

! Paszward 1740

1. &dmin Pwd
[2. User Pwd Reget |

2 | With the @ E keys select either "Yes" or "No".

B Foszword 1740

Marning

Are vou sure yau
want to rezet
uzer password?

Tesll Mo I
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1.3 Upgrade

You can upgrade the software and configuration.

Warning: If there are major differences in the versions (i.e. Ver 1.x.x and Ver 2.x.x), the details of the old
settings are not carried over.

Admin 1740

Metwork,
Pazzword
Uperade |
Svzlog

el Server
Phone Reszet

1 | Select “3. Upgrade” from the Admin menu.

[ PRy RO T e )

13.1 Program

1 | Select “1. Program” from the Upgrade menu. W Uperade 1740

[1. Program |
2. Configuration
3. Setup

2 | Awarning message is displayed. B lnerade 17-40)

[:] Warning

Incorrect
upgrading may
cause phone to

ma | funct ion

o T L e Y

Use the @ E keys and select “Yes” or “No”.
(Refer to 1.3.2 Configuration) !':'

Warning

o T e

|dperade Program®

fes
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1.3.2 Configuration

1 | Select “2. Configuration” from the Upgrade menu. B Uperade 1740
1. Program
|2. Configuration |
3. Setup
When “2. Configuration” is selected, only the configuration is upgraded.
2 | Awarning message is displayed. B lnerade 1740

Incorrect
upgrading maw
cauze phone to

ma | funct ion

R L

[:] Warning

3 | Usethe @ E and select “Yes” or “No”.

| lmarada 17

L= |
i!l Warming

|perade
Conf igurat ion?

R L

4 | If “Yes” is selected, enter the IP address of the TFTP server using the dial |l
pad and LeftSoft key. 1
2
3
10.1. 21, 195]
5 | Adownload screen, like the one to the right, will appear. B Uperade 17:40
1. Program
2 Downloading. ..
iPphOne. bz
205312
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6 | After downloading, an upgrade confirmation screen will appear.

! Iperade 1740

1. Program

2 Real |y Upgrade?
3 Yes{ENTER)
Mo {OTHER]

7 | Press the 2! key, and the program upgrade is performed

If you press any other button, the upgrade will be cancelled.

|Jperade 17:40

Proeram

&PP Upgrade is

| |
1.
2
. complete.

|Jperade 1740

Program

Upgrading is

| |
1.
2
. canceled.

1.3.3 Setup

1 | Select “3. Setup” from the Upgrade menu.

B Uperade 1740

1. Program
2. Configuration
[2. Setup |
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1.3.3.1 TFTP server

1 | Select “1. TFTP server” from the Upgrade menu. B Setup 1740

[1. TFTP zerver |
2. fAuto Uperade

2 | When the input box appears, enter the TFTP server IP address. W Setup 17:40
i

Save the setting by pressing the =] key | el —
1
Saved
1.3.3.2 Auto Upgrade
The firmware automatically upgrades randomly during the specified time intervals.
1 | Select “2. Auto Upgrade” from the Setup menu. B Setup 1740

1. TFTP server
|2. futo Uperade |
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2 | Select the settings using the E Key.

The time can be set (Oam-1am - 11pm-0am).

The frequency can be set (Sun/Mon/Tue/Wed/ Thu/Fri/Sat/Daily)
The settings can be configured (Enable/Disable)

Warning!: When “1. Invalid” is selected in user.ini, the auto upgrade
function will not operate even if the menu settings are configured to
“Use”_

Warning!: When a terminal version is not configured in loadrun.ini,
upgrade is conducted automatically.

Warning!: When the set time exceeds the WirelessIP time, the executed
timing will be the following frequency.

! futa Uperade 1740

E setup

|< 0f f 4

E Time

| Dam-Tam |

1.4 Syslog

The WirelessIP 5000 can send information on the system log containing items such as events that
occurred on the system and information to the Syslog server. Settings can be entered to match Syslog

server configuration.

1 | Select “4. Syslog” from the Admin menu.

! &dmin 1740
1. Metwork,
Faszword

2.

3. Uperade

[4. Sysloe |
A.

f.

Weh Server
Phone Reset

2 | Using the [LeftSoft key, select “edit.”

! Sveloe 17:40
E lze Svzlog
| (Disabled) |

E Server IP
| 0.0.0.0|

|_Edit I

3 | After setting User-Syslog to “Enable,” the screen will look like the figure
to the right and the Server IP can be entered.

! Sveloe 17:40
E lze Svzlog
[ (Enabled) ]

E Server IP
lo. 0. 000 |
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4 | Using the @ key scroll to the bottom of the screen and input an |H Sysloe 1740
appropriate Server IP and Server Port. E Server IP
Applythisbypressingthekey |III. 0. 0. 0. |

E Server Port
| 514] |

15 Web Server

It is possible to configure and access the boot-ROM and software from the network using a Web browser.
You can turn the Web Server function on/off from here.

1 Select “5. Web Server” from the Admin menu. ! &dmin 1740
1

Metmark,
Pazzward

2.

3. Uperade
4, Swzloe
h.
f.

Wieb Server |
Phone Reset

2 | Using the keys the web server can be turned on or off. W Admin 17:40

1. Metmark,

] Wb Server

HE O 3

Apply by pressing the ‘=] key.

fi. Phone Reset
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1.6 Phone Reset

1 Select “6. Phone Reset” from the Admin menu.

Admin 1740

a
1

Metworlk,
Pazsword
|Jperade
Svzlog

Wieb Server

2.
a.
4.
g.
fi.

Phone Reset |

2 | Usethe @ and E select “Yes” or “No”.

Select “Yes” to clear setting details.

|

Thiz will return
the factory
default.
Are vou sure’

1.7 Statistics

1 Select “2. SIP” from the Admin menu.

Admin 1740

Pazsword
|Jperade
Svelog

Wileh Server
Phone Reset

—I| N = D3 D

Statistics |

2 | Usethe @ E keys and select “Yes” or “No”.

Statistics 1740

Statiztics

4
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2. 802.1x (EAP-TLS) Certificate Installation
Methods

2.1 Installation Procedures 802.1x Certificate

[Requirements]
The following are required. Issue these in advance and place in the root directory of the tftp server.

Root Certificate (DER, CER [Base64 Encoding], PEM)

Private Certificate (.pfx, p12)
* Please record and store the ID and Password when installing a Private Certificate.
* Warning: Depending on the situation, the ID/Passwords developed for Private Certificates may differ
from the ID/Passwords used for connection, please take particular care in these circumstances. The

following describes when the ID/Password differs during the Private Certificate install and connection
authentication.

* The Root Certificate is necessary when using TLS, PEAP, and TTLS and the Private Certificate is
necessary when using TLS.

2.1.1 Root Certificate

1 | Select “4. Certs Manager” from the Network menu. W Hetwork 17:40
1

. Metmork

I

3. Metwork Reload
4. Certg Manager |
A.
f.

Site Scan
Fing Test

2 | Select “3. Download RootCA” from the Certs Manager menu. B Certs Manager 1740

. View RootCh

. View PrivateCa
[2. Download RootCa |
. Download Private

. Delete CA

M3 —

[y TN

3 | Press the [“2* key when the warning screen displays. !Erts Manager 17:40

hcorrect
uperading may
cauze phone to

malfunction.

P B O e W 0 T
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4 | A confirmation of whether to conduct an upgrade or not will appear.

Use the @ E keys and select “Yes”.

Certs Manager 1740
| varning

|perade
Foot
Certificate?

YESI Mo I

L I o T Y I-

5 Enter the IP address for the TFTP server.

! Certz Manager 1740

1 AW Dl ™

172. 16. 9. 159]

6 Enter the file name to download.

! Cierts Manager 1740

1 A D F il
. . i Cert FileMame
(Wait a short while) : bl
: root. derl
E
If an error messages displays, verify the environment and repeat 1 to 6. : “
2.1.2 Private Certificate
1 | Press the |LeftSoft] key and select the menu. Either press the "6" on the (Il Metwark 17:40
number pad or select “6. Network”, then press the ‘=] key. [1. Metwark |
2. 5IF
3. Metwork Reload
4. Certz Manager
h. Site Scan
6. Ping Test

A list of the configurations is displayed. Select the profile for use.

! MNetwork Setup 17:40
[1. Confiel |
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3 | Select “4. Authentication” from the Config menu.

! Caonfigl 17:40

1. Bazic Info

2. WLAM

3. WEP

4. Authentication |
B

i

. TZPRAP
. SIP Outh Prooey

4 | Configure as follows and restart.
Mode

“None”, “WEB”, “8021X-TTLS”, “8021X-TLS”,
“8021X-MD5”, “8021X-PEAP”
Username
(User ID) blank space
Password
(User Password) Password used for generating private certificates

(*Note) This becomes the password for generating Private
Certificates, so it does not matter if the User ID is blank.

W Authenticatio 17:40

E Mode

Nnne|

E |lzername

| 0pt ion-

5 | Select “4. Certs Manager” from the Network menu.

W Hetwork 17:40
1. Metwork,

I

3. Metwork Reload

4. Certg Manager |
A.
f.

Site Scan
Fing

6 | Select “4. Download PrivateCA” from the Certs Manager menu.

B Certs Manager 1740

. Yiew FootCa

. YWiew PrivateCh

. Download RootCa
. Download Private |
. Delete CA

N =00 PO —

7 | Press the [*2! key when the warning screen displays.

! Certs Manamer 17:40

Warming

Ihcorrect
uperading may
caugze phone to

malfunction.

P T N T W 0 T
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8 | A question to whether conduct an upgrade will appear. B Certs Manaser 17:40
i Warning
Use the [<1][=] keys and select “Yes”. L ST
E |perade
. Private
Certificate?
4
YESI Ho I
Q | Enter the IP address for the TFTP server. B Certs Manazer 17:40
1
A 172018, 9. 159
;
10 | Enter the file name to download. B Certs Manager 17:40
1 W e O L ]
(Wait) E Cert FileMame
Al Private. pfxl
[4
If an error messages displays, verify the environment and repeat 1 to 9. i
171 | After downloading, the Username and Password used for generating Private |l Authenticatio 17:40

Certificates that was set in “4” is changed to the User ID and Password used
for certification that is recorded in Radius.

Mode Select the certification format
‘None’,” WEB’, ‘8021X-TTLS’, “‘8021X-TLS’,
‘8021X-MD5’, ‘8021X-PEAP’
Username
(User ID) * ID for Certification that is recorded in RADIUS
Password

(User Password) *Password for Certification that is recorded in
RADIUS

(Caution)Please take care as the User ID and Password will become that
which is recorded in Radius

E Mode

Nnne|

E |lzername

| Edit
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3. Boot-ROM menu

WirelessIP 5000 has both a normal mode and boot-ROM mode used for maintenance. In the boot-ROM
mode, not only software but also a boot-ROM corresponding to the OS can be uploaded.

It is possible to upgrade from the boot-ROM menu on WirelessIP 5000. Upgrade using the following
procedure.

Note!!!: Network settings on the boot-ROM menu are only valid in the boot-ROM menu. Network
settings used during normal operation are set from the Admin menu.

3.1 Opening the boot-ROM menu

1 | Press the key and the key at the same time.

Two seconds later, the boot-ROM menu will appear.

.5
. Informat ion
. Metwork

. Power 0Off
. Exit

1
i
3. Upgrade
4
]

3.2 Network settings

Before upgrading, it is necessary to set the network settings. Network settings are entered from the Boot-
ROM menu; it is not necessary to enter the settings from the Admin menu. Boot-ROM menu network
settings only allow wireless LAN and TCP/IP.

1 Select “2. Network.”

1. Information
. fetwork
Upgrade
Power Off
Exit

a.
4.
h.

2 | Select “1. Mode.” —
Network (172

T. Wode
2. WLAN
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You can select either manual IP or DHCP.

- When selecting manual IP, refer to “3.2.1 Manual IP.”

- When selecting DHCP, refer to “1.2.2 DHCP.”

1. Manual IF
2. [DHCP

3.2.1 Manual IP

When using manual IP, values for the IP address, sub-network mask, and default gateway are necessary.

1

Select “1. Manual IP.”

1. Manual IF
2. DHCP

The following items have been added to the “Network” menu:

When using manual IP, enter these values.

eTw

2. IP

3. Network
4. Gatewaw
B, WLAN

Select “2. IP.”

# Input IF Address

Enter the IP address. Enter a period using the
Press the /] key after entering the IP address.

# Input IF Address
192.188.1.112|
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5 | Pressthe key.

# Automatic update
Hetmask & Gateway
‘Yas i [ENTER]
Ho : [ OTHER 1]

6 Select “3. Netmask.”

3. Network
4. Gatewaw
B, WLAN

7 | Enter the netmask. Enter a period using the
Press the [*2] key after entering the netmask.

# Input Metmask
295,295,235, 6

8 | Select “4. Gateway.”

2.

3. Network
4. Gatewaw
b

. MLAN

Q | Enter the gateway. Enter a period using the .
Press the [*2] key after entering the gateway.

# Input Def, Gateway
18z.168.1. 1
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3.2.2 DHCP

When using DHCP, the values for the IP address, netmask, and default gateway are automatically
retrieved from the DHCP server.

1 Select “2. DHCP.”

282

1. Marual I

2 | Ascreen similar to the one to the right will appear.

DHCF
Selected
3 | The following items are deleted from the “Network” menu: “IP”, S
“ ” “ ” Hetwork &172)
Netmask”, and “Gateway”. T Wods
2. WLAN
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3.3  WLAN settings
Enter the settings for wireless LAN. When not using SSID and WEP key, go to section 1.4.
1 | Select“2. WLAN". T
atwaork L2052
1. Mode
WLAN
2 - When setting SSID, refer to “3.3.1 SSID.”
- When setting WEP key, refer to “3.3.2 WEP key.”
Note!!!l: Change the setting after reading about the various features of each
Mode in “1. Mode”. While it is possible to select “Infra/Ad-hoc”, it is
possible that normal operation and network connections will be negatively
affected if you make mistakes with the procedure.
3.3.1 SSID

SSID is used to connect to a specific access point.

1

Select “2. SSID”.

Enter the SSID value for the access point you want to connect to. After
. # Ihput SSID
entering the value, press the [*2] key. helld]
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332  WEP key

The WEP key is used for authentication and encryption.

1 | Select“3. WEP”.
2 | When WEP is disabled, a screen, like the one to the right, will appear.
1. HMode
2. 53D
When WEP is enabled, a screen, like the one to the right, will appear.
3 | When not using WEP, select “2. WEP disable”. Proceed to the following
section when after entering the settings.
4 | When using WEP, select “1. WEP Enable”.

1. WEF Enable

2. WEF Disable
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5 | Select “WEP Bit”.
WirelessIP 5000 supports 64/128/256 bit.

1. HMode

2. S5ID

4, WEF EBit

5. Default Keyld
E. WEP-Eey

2, 128 Bit
3, 236 Bit

6 | Select “Default KeylD”, and enter the Index number. The default KeylD is
connected to the WEP-Key.

When the Default KeyID is set to 1, it is necessary to enter “WEP-key 1for
the WEP-Key in step 8.

2, S5ID

3. WEF

4, WEF Bit

5. Default Eeyld

E. WEP-Eey

# Imput Index(1-4)
] |

7 | Select “6. WEP-Key”.

Lefault Keyld
WEF-Eey

8 | Select one of the following for the “WEP-Key™: 1, 2, 3, or 4.

WEFP-Keu {174}
. WEP-Keyl
WEFP-KeuyZz
WEFP-Eeu3
WEP-Eeud

2,
2.
4,
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Q | Using the dial pad, enter the WEP Key. Pressing the # key enters a “:”. ST e

Note!!!: Enter the WEP Key using hexadecimal numbers. B1:82:83:64: 65 o]

«,”»

Warning!: Enter after every 2 characters.

3.4 Boot-ROM upgrade

When upgrading the boot-ROM through a TFTP server, it is necessary to un-zip the boot-ROM folder
on the TFTP server beforehand.

1 | Select “3. Upgrade”.

. Information
. Netwaorlk

1

2

3. Upzrade
4. Power Off
h. Exit

2 Select “2. Boot-ROM”.

1. Program

2. Bootraom

3. Format

3 Select “1. TFTP server”.

Bootrom §151p

1, TFTP serwver
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Using the dial pad, enter the IP address for the TFTP server. (Use the
key to enter a period.) After entering the IP address, press the [*=/| key.

If you enter an incorrect IP address for the TFTP server, a screen like the
one in the figure to the right will appear.

# Input TFTP Seruver
18,11, 46

* ERROR #
Fail to download
boot ram, bin

After downloading, a screen, like the one to the right, will appear. Pressing
the ['2/] key will write the contents into flash memory.

Warning!: If the boot-ROM for WirelessIP 5000 is upgraded by an
inappropriate or damaged file, it might not be possible to restore it.
Upgrade after carefully checking that the TFTP settings are correct.

Warning!!!: Do not turn off the power when writing the boot-ROM into
flash memory. It may not be possible to restore it.

If one of the above situations occurs, contact the store or dealer you
purchased the product from.

# Bootrom Upgrade?
‘Yas : [ENTER]
Mo : [ END

]

L0 HOT POWER DOWH!!
boot ram, bin
4%
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3.5 Software upgrade

When upgrading software through the TFTP server, it is necessary to un-zip the software on the TFTP

server beforehand.

1 | Select “3. Upgrade”.

1. Infnrmatfun
2. Network

. Upzrade
4, Power Off
h. Exit

2 | Select “1. Program”.

Selecting “3. Format” deletes the software settings.

2, Bootrom
3. Format

3 Select “1. TFTP server”.

Program (171}

1. TFTP =erver

4 | After downloading, the software will automatically start up.

How Downloading, ..
qstr.bin
512

Running, ..
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3.6 Closing the Boot-ROM menu

1 | After selecting “4. Power off”, the power can be turned off after closing
the boot-ROM menu.

Selecting “5. Exit” closes the boot-ROM and restarts the terminal.

1. Information
2. Metworl
3. Upgrade

4, Power Off
h. Exit

1. Information
2. Networl

3. Upzrade

4. Power 0ff
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4. Troubleshooting
4.1 General

Phenomena

Response

WirelessIP 5000 does not start.

The battery is dead. If the battery is dead, WirelessIP 5000
will not start and the LED will not light up. After recharging
the battery using the AC adapter, try to restart it again.

A key will not work.

Remove the battery, and then reconnect it.

You can hardly see the screen.

Adjust the contrast using the Menu>Setting>Brightness
adjustment.

There is a vertical line on the screen.

If it has not been used for a long time, there are cases when
the line appears right after starting it up. This can also occur if
the battery has been improperly removed.

Communication is bad, or

suddenly disconnects.

phone

It is possible that you are too far from the access point, the
signal is being weakened by an obstruction such as a wall, or
there is electromagnetic interference. Check the signal level
and interference using Menu>Admin>Network>Sitescan.

The standby time is different to that in
the specifications.

The battery standby time can be different from that noted in
the specifications on account of the access point configuration
or settings. Also, the standby time can be shortened due to a
high or low temperature environment.

WirelessIP 5000 heats up.

When the WirelessIP 5000 is located outside the range of the
access point, there are situations when the device consumes
power as when telephoning. The device can heat up slightly
on account of this. The heat will not effect operation.

The sound level is too low.

Using the volume button, adjust the sound level.

After restarting, the time reverts to the
default value.

Since WirelessIP 5000 cannot maintain the time when the
power is off, it is necessary to retrieve time information from
the NTP server.

The battery becomes unusable.

When the WirelessIP 5000 will not be used for more than a
month please remove the battery from the handset and store it.
The battery pack may become unusable due to self-discharge.

Please store the battery at less than 20°C in a low-humidity
environment that is clean and free of dust.

* When problems other than those discussed above occur, consult the store or dealer from whom you

purchased the product.
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